NuadopmanmnoHHas mamsTKa 11 00yJaronuxcs

C KaXJbIM TOZOM MOJIOJIEKH B HHTEPHETE CTAHOBUTCA OOJIbIIE, a IIKOJbHUKH OJHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesielr PyHera. Mexxy TeM, IOMHMO OTPOMHOI'O KOJTHYECTBA
BO3MOJKHOCTEH, MHTEDHET HeceT W Ipo0sieMbl. DTa IMaMsATKAa J0JDKHA ITOMOYb Tebe
0e30IMacHO HAaXOAUTHCA B CETH.

KoMmnbroTepHbie BUPYyChI

KoMmbIOTepHBII BHpYyC - 9TO Pa3HOBUJHOCTb KOMIIBIOTEDHBIX  IIPOTPAMM,
OTJIMYUTETLHOU O0COOEHHOCTHI0O KOTOPOU ABJISIETCA CHOCOOHOCTh K Pa3MHOXKEHHI0. B
JIOTIOJITHEHUE K 3TOMY, BHUPYChl MOTYT HOBPEAHUTH WJIU IIOJTHOCTBIO YHHUYTOXKUTH BCE
daiiyibl ¥ JaHHBIE, ITOJAKOHTPOJIPHBIE IIOJIB30BATENI0, OT HMMEHH KOTOPOTO ObLIa
3amyleHa 3apakeHHas IIpPorpaMMa, a TakKyKe IOBPEAUTh WM JajKe YHUUTOXKHUTD
OTIEPAlIIOHHYI0 CHUCTEMY CO BceMU (QailylaMud B I[€JIOM. B OOJIBIIUHCTBE CJIyyaeB
PacCIpOCTPAHSIOTCA BUPYCHI Yepe3 UHTEPHET.

MeTtopb! 3alIUTHI OT BPEAOHOCHBIX IPOTPaAMM:

1. Vcnosnp3yit coBpeMeHHbIE ONEPAIlIOHHbBIE CHUCTEMBI, MMEIOIIUE CEPhe3HbI YPOBEHD
3aIUTHI OT BPEJOHOCHBIX IIPOTPaMM;

2. [locTOSAHHO ycTaHaBIWBai madTH (I[UQPOBBIE 3aIUIATKH, KOTOPblE aBTOMATUUYECKHU
YCTaHABJIMBAIOTCA C IEJbI0 JOPAa0OTKU IPOrpaMMBbI) W JIpyrhue OOHOBJIEHHs CBOEU
omneparuoHHOU cucteMbl. CKauyuBal UX TOJBKO ¢ OQUIIMATBLHOTO caiiTa pa3paboTymka
OC. Ecsu cyiiecTByeT peskKUM aBTOMAaTHYECKOTO OOHOBJIEHU S, BKJIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE IO/ ITPABAMHU II0JIb30BATEJIS, & HE A/IMUHICTPATOPA.
OTO HE MO3BOJIUT OOJIBIIIMHCTBY BPEOHOCHBIX MPOTPAMM HMHCTAJIJIUPOBATHCS HA TBOEM
IIePCOHAJIBHOM KOMIIBIOTEPE;

4. Mlcrionib3yii aHTUBUPYCHBIE ITPOTPAMMHBIE ITPOJIYKTHI H3BECTHBIX ITPOU3BOJIUTEIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpanuub puU3NIeCKUU JOCTY K KOMIIBIOTEPY /IJIs1 HOCTOPOHHUX JIUII;

6. Mcnionp3yli BHEIIIHNE HOCUTeIN NHPOPMAINHY, TaKue Kak iielika, JUCK Uiu ¢Gpaiii us
WHTEpHEeTA, TOJIbKO U3 IIPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpBIBail KOMIBIOTEPHBIE (A, MOJlydeHHbIE U3 HEHAJEKHBIX UCTOUHUKOB.
Haxxe Te (aiyibl, KOTOpPbIE MPUCIAT TBOM 3HAKOMBIH. JIyullle yTOUHU y HETO, OTIIPABJIA
Jiu OH Tebe ux.

Ceru WI-FI

Wi-Fi - 3T0 He BUJI Iepeiadyu TAHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OpeH/], Mapka. Eie
B 1901 TOAy HUJepJaHJCKas KOMMaHWsA 3aperucrpupoBaia Opena "WECA", dro
oboszHauaso cioBocoueranue "Wireless Fidelity", xoropslii mnepeBoamTCS Kak
"GecrpoBOTHAS TOYHOCTD .

Jlo Hamlero BpeMeHH /OLJIa Jipyras ab0peBuaTypa, KOTOpas SBJSETCA TaKOM ke

TexHosiorueil. dto abbpesBuarypa "Wi-Fi". Takoe Ha3zBaHue OBLIIO JJAaHO ¢ HAMEKOM Ha

CTaHAAPT BbBICIIEW 3BYKOBOW TexHUKU Hi-Fi, uTo B mepeBose o3HauvaeT "BBICOKASA
"

TOYHOCTB".



Jla, OecITaTHBIN MHTEPHET-ZIOCTYI B Kade, OTeAX U adPOIoPTax ABJIAETCS OTIUIHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTEepHeT. HO MHOrWMe 3SKCIepThbl CUYWUTAKOT, YTO
obmenoctymabie Wi-Fi cetu He sABIsAI0TCA 6€30IIaCHBIMH.

CoBeTbl 110 6€30I1aCHOCTH PA0OTHI B OOIIEAOCTYIIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBow JMUHYHO HWHMOpManuio udepe3 oOmenocTymHble Wi-Fi ceTtu.
PaboTas B HUX, JKeJlaTeJIbHO He BBOJIUTH ITAPOJIU JOCTYIIA, IOTHHBI U KAKWe-TO HOMEDPa;

2. Mcnosnp3yit 1 0OHOBJISIN aHTUBUPYCHBIE TIPOrpaMMbI B Opanamayep. Tem cambIM ThbI
obe3omnacuIb ceds OT 3aKaUYKH BUPYyca Ha TBOE YCTPOICTBO;

3. IIpu ucnonp3oBanum Wi-Fi otximoun ¢yuknuio "O6mwuit goctyn k daiiam u
npuHTepaMm'. JlaHHad QYHKIUA 3aKpbITa II0 YMOJYAHUIO, OJIHAKO HEKOTOPBIE
MIOJIb30BATEIN AKTUBUPYIOT €€ /71 y/I00CTBA UCIIOIb30BaHUsA B paboTe win yuebe;

4. He ucnonpsyit nyoamunsiii WI-FI 114 niepesiaum JIMYHBIX TaHHBIX, HAIIpUMeEp JIJIsA
BBIX0/]a B COIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO II0UTY;

5. Ucnonp3yl Tospko 3amuiieHHoe coeuHeHue uepe3 HTTPS, a ue HTTP, T.e. npu
Habope Beb-aapeca BBojiu uMeHHO "https://";

6. B wmobunbHOM TenedoHe otkmoun ¢ysknuoo [logkaouenue k- Wi-Fi
aBToMmaTuuecku'. He Jiommyckail aBTOMaTHYECKOTO MOAKIIOUEHUs YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsacus.

ConunajibHBIE CETU

ConpabHbIe CeTH aKTUBHO BXO/IAT B HAIITY KU3Hb, MHOTHE JIIO/IX PAOOTAIOT U 3KUBYT TaM
IIOCTOSIHHO, a B Facebook yske 3aperucTpupoBaH MUJLIHAP]] YEJIOBEK, UTO SIBJISETCS
OIHOM ceAbMOI BCeX >KHMTeJIeH IIaHeTbl. MHOTrHE II0JIb30BAaTeId He ITOHUMAIOT, Y4TO
nHboOpMaIs, pa3MellleHHass UMU B COIMAJIbHBIX CETSIX, MOXKET OBITh HaljileHa Hu
HCITOJIb30BaHAa KEM YTOJHO, B TOM YHCJIe He 00513aTeIbHO ¢ 6/1ariMu HaMepeHUsIMH.

OcCHOBHBIE COBETHI 110 0€30IaCHOCTH B COIINMAJIbHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinai cBow YacTHyIO Ku3Hb. He ykaspiBail maposu, TesaedoHbI, aapeca, AaTy
TBOEr0 POXKJEHUS U APYIyI0 JAYHYI0 WHQOpMamuo. 3JIOyMBIINUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlake WHGPOPMAIIUIO O TOM, KaK Thl M TBOW POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulo - IEPKHU €€ B UHCTOTE U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE TTOJIH30BATEN BUJIEIH, UTO ThHI 3arpykaenib? [logymaii, mpexae yem
YTO-TO OIyOJIMKOBATh, HATIMCATh U 3aTPY3UTh;

4. Ecoix ThI TOBOPHUIIIB C JIFOABMU, KOTOPBIX He 3HAEIb, HE HCII0JIb3YU CBOE PeaJIbHOE UM
U PYTYIO JINUHYI0 UHOPMAIINU: UM, MECTO KUTEJIbCTBA, MeCTO yuebbl U IIpoyee;

5. 1306eraii pasmerenus pororpaduii B IHTEpHETE, I7e Thl N300pakeH Ha MECTHOCTH,
110 KOTOPOH MOKHO OIIPE/IeIUTh TBOE MECTOIOJIOKEHUE;

6. ITpu perucrpanuu B COIUATLHOU CETH HEOOXOAUMO UCIOJIH30BaTh CJIOKHbBIE ITAPOJIH,
cocrosye U3 OykB 1 udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. 171 conuaIbHOM CeTH, MOYTHI U JIPYTUX CAUTOB HEOOXOIMMO HCII0JIb30BATh Pa3HBIE
maposia. Torga ecau Tebs B3JIOMAOT, TO 3JIOYMBIIIJIEHHUKH MOJIyYaT JOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

AJIEeKTPOHHBIE JE€HbI'U

ONIeKTPOHHBIE JIEHBIW - 5TO OUYE€Hb YZAOOHBIN CIOCO0 ITaTexkeil, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IOJIYIUTh 3TU JIEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HETABHO U MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHU GYHKITMOHUPYIOT U O HUX Y3Ke IIPOITMCAHO B 3aKOHE, I7I€ UX PA3Ie/IAI0T
Ha HECKOJIbKO BH/IOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, YTO aHOHHUMHBIE -
9TO Te, B KOTOPBIX pas3pelaercs IPOBOAUTH OIEepanuu 06e3 uAeHTH(PUKAIINT
[MOJIb30BATENIA, A B HEAHOHUMHBIX WAEHTH(PHUKAIUA II0JIb30BATENSA  SIBJISETCS
00s13aTeIbHOM.

Taxske ciiezyeT pa3jandarh 2JIEKTPOHHBbIE (puaTHBIE JeHbrd (PaBHBI TOCY/IApPCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE HedHATHbIE IeHbI'Y (He PABHBI TOCYAAPCTBEHHBIM BATIOTAM).

OCHOBHBIE COBETHI 110 OE30ITACHON PAabOTe C HJIEKTPOHHBIMU JIEHbIAMU:

1. [IpuBs:ku K cueTy MOOWIBHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHIA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHBIN Tesie)OH TOMOXKET, ecyii 3a0y/ienlb CBOM
IUIATEXKHBIN TIApOJIb UJIN 3a/IeNTh HA CAUT C HE3HAKOMOI'O YCTPOUCTBA;

2. Vcrionb3yii omHOpa3oBble mapostu. [locse nepexoia Ha yCUJIEHHYIO aBTOPU3AIIHIO Tehe
yKe He Oy/1eT yrposkaTh OIIaCHOCTh KPayKH WJIH IepexBaTa IJIaTeKHOTO MapoJis;

3. Beibepu ciioxkHBIA maposib. IlpecTymHuUKam OyZeT He MPOCTO YrafaTh CJIOKHBIHN
napoJsib. HajiesxHble maposu - 3TO MapoJiv, KOTOphle COZiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE U IPONUCHbBIE OYKBBI, (Pl U HECKOJIBKO CUMBOJIOB, TAKUE
KaK 3HaK JloJiiapa, pyHTa, BOCKIUIATeIbHBIN 3HaK U T.II. Hanmpumep, $tRong!;;

4. He BBOAY cBOU JIMYHBIE TaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSIEIIIb.
dJIeKTPOHHAaA MoYTa

DJIEKTPOHHASA IOYTA - TO TEXHOJIOTHUS U MPEIOCTaBIsIEMbIE €0 YCIIYTH 10 MEPECHUTKE U
MOJIyYeHUI0 3JIEKTPOHHBIX COOOINEHUI, KOTOPbIE pacHpeesisioTCs B KOMITBIOTEPHOMH
cetu. OOBIUHO SJIEKTPOHHBIA TIIOUTOBBIM AWK BBIVIAAUT CJEAYIOIUM 00pa3oM:
HUMs_T0JIb30BaTeNA@UMA_JIoMeHa. Tak:ke KpoMe Iepe/ilauul POCTOr0 TEKCTA, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh (hailsbl.

OcCHOBHBIE COBETHI 110 He301acHO paboTe ¢ 3JIEKTPOHHOU MOYTOMU:

1. Hazo BIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBHC. B MHTEpHETE eCTh OrPOMHBIN BHIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIE JIOBEPATHh T€M, KOTO 3HAEINIb U KTO
TIepBBIN B PEUTUHTE;

2. He ykaspIiBaii B JINUHOU mouTe JIMYHYI0 HHbopManuio. Hanpumep, jiydiiie BIOPaTh
"My3bIKaJIbHBIN__(aHaT@" wiu "pok2013" BMecTo "Temals";

3. HMcnonb3y# ABYXATAITHYI0 aBTOPU3AIUI0. DTO KOT[a IOMHMO HapOoJIsi HY?KHO BBOJHUTD
KO/JI, IpUChLIaeMbIH 110 SMS;



4. Bpibepu cJIOKHBIN maposib. I KaXkIOro IOYTOBOTO SIIIIUKA JOJIKEH OBITh CBOU
HaJIe3KHBINW, YyCTOMUYUBBIA K B3JIOMY I1apOJib;

5. Ecsii ecTh BOBMOXKHOCTHh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HUCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcrosnb3yil HECKOJIBKO IOYTOBBIX ANUKOB. llepBbIM /11 4acTHOU MEPEeNuCcKH C
aZipecaTamu, KOTOPBIM ThI JIOBePsEIIb. ITO 3JEKTPOHHBIN a/ipec He HAJI0 UCIOIb30BaTh
IIpU perucTpanuy Ha GpopyMax u caurax;

7. He oTkpbIBall alyibl U APYTHE BJIOKEHHS B IMHUChMaX, Jake €CJIM OHU MPUIILTH OT
TBOUX Jipy3e. JIydile yTOUHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (haiibl;

8. [Tocsie okoHUAHUS PAOOTHI HA IIOYTOBOM CEPBUCE MTEPE] 3aKPBITHEM BKJIAJIKHU C CAUTOM
He 3a0y/b HaXkaTh HA "BeridTu".

Kuo6epOy/L/TMHT WJIN BUPTYAJIbHOE U3/1€BAaTEIHCTBO

KubepOystmHr - IIpecyiefoBaHUE COOOIEHUSIMU, COAEPIKAIUMH OCKOPOJIeHUs,
arpeccuio, 3allyTHBaHWE; XYJUTAHCTBO; COI[UATIbHOE OOWUKOTHPOBAHUE C IIOMOIIBIO
PAa3INYHBIX THTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 10 OOpHOE ¢ KNOEPOYIIITMHTOM

1. He 6pocaiics B 60#. JIy4muii crioco0: mocoBeTOBaThCA Kak ce0sI BECTH U, €CJTU HET TOTO,
K KOMYy MOXKHO OOpaTUTBhCS, TO BHAaYajle YCIOKOUTHCA. ECM ThI HAYHEIIb OTBEYaTh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHH S, TO TOJIBKO ellle OOJIbIIe Pa30KIKeTb KOH(DIIUKT;

2. YrpasJail cBoell kubeppelyTaluei;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYH_IGCTBYIOT CII0COOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTr XyMTaHCKUI 00pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHCTBUSA U COXPAHSAET UX. YTAIUTH UX OyZIeT KpaiiHe 3aTPyHUTETHHO;

5. Cobutroait CBOI0 BUPTYJIBHYIO YECTh CMOJIOZY;

6. Irnopupyii eTuHUYHBIN HeraTuB. OZJHOPa30BbIe OCKOPOUTETbHBIE COOOIIIEHUS JIyUIIle
urHopupoBaTb. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4YaJIbHO! CTaUH;

7. BaH arpeccopa. B mporpaMmmax oOMeHa MI'HOBEHHBIMH COOOIIEHUSMH, B COITUATbHBIX
CETSX eCTh BO3MOXKHOCTh OJIOKUPOBKHU OTIIPABKH COODIIIEHUH C OIPe/IeJIEHHBIX aJIPECOB;

8. Ecim TBI cBuzerenp KubepOysutmHra. TBOWM JeCTBUSA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IIOKa3aThb €My, UYTO €ro JIeMCTBUS OILIEHUBAIOTCS HEraTUBHO,
MIO/IEPIKATH JKEPTBY, KOTOPOH HYKHA IICUXOJIOTHUYECKAS IIOMOIIlb, COOOIIUTH B3POCIBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

MoowibHbIN TeJIedOoH

CoBpemeHHble cMapT¢GOHBI U IUIAHINETHI COJIEp:KaT B cebe BIIOJIHE B3POCJIBIA
(byHKIIMOHAJI, U TelIEPh OHU MOTYT KOHKYPHPOBATh CO CTAIlTHOHAPHBIMHU KOMIIBIOTEPAMH.
OnmHako, CpeACTB 3aIUTHI JIJIA IMO/I0O0HBIX YCTPOMCTB IMOKAa OUYeHb MaJio. TecTupoBaHue U
TIOUCK YSI3BUMOCTEN B HUX ITPOUCXO/IUT HE TaK MHTEHCUBHO, Kak i [IK, To xe camoe
KacaeTcs U MOOWJIbHBIX IPUJIOKEHUH.



CoBpeMeHHbIE MOOMJIBHBIE Opay3ephl yiKe MPaKTUUECKU JOTHAIU HACTOJIbHbIE aHAJIOTH,
OTHAKO paciiupenue GyHKIIMOHAIA BJIEYET 3a COOOM OOJIBIIYIO CJIOKHOCTh U MEHBIIIYIO
3aIHUIIEHHOCTD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB.TI€HI/IH, 3aKpPbIBAalOII€ KPUTHUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJIA 6e30ImacHOCTH MOOHJIBHOTO TeJ'Ie(l)OHaZ

Hwuuero He sABJIsieTcs mO-HacToAIEMY OecriaTHBIM. By/ib ocToposkeH, BeZlb Korzia Tebe
MpeajiaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHBIE
yCIIyry;

Hdymaii, npexzae yem otapaBuTh SMS, doto wiu Buzeo. Tol TOUHO 3HAEIITD, T7ie OHU Oy TyT
B KOHEYHOM UTOTe?

Heo6xoamMo 0OHOBJIATH OMEPAIIMOHHYIO CUCTEMY TBOETO CMapTHOHA;
Vcnosp3yil aHTUBUPYCHBIE TPOTPAMMBI JJ1s1 MOOUJIbHBIX TeJ1Ie(OHOB;

He 3arpyxaifi IpuaoKeHUs1 OT HEU3BECTHOTO MCTOYHUKA, BEJIb OHH MOTYT COZIEPKATh
BpPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

[Tocie Toro Kak Thl BBIWJENIb C CAalTa, I/l€ BBOAWI JIMYHYIO WHGOpPMAIUIO, 3aU/IN B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

[Tepuonyecku npoBepsii, Kakue IJIaTHbIE yCJIYTU aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOM HOMeP MOOHMIBHOTO Tesie)OHA TOJIBKO JIFO/ISIM, KOTOPBIX ThI 3HAEIIh U KOMY
Jl0Bepsellb;

Bluetooth gomkxeH OBITH BBIKIIOUEH, KOTIa ThI MM He IT0JIb3yelrbcsi. He 3a0bIBaii mHOT/AA
MIPOBEPSATH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacoOuHble, 3aXBaThIBAIOIINE pa3BJIeUeHUs,
00'beIMHAIONINE COTHH THICSAY YEJIOBEK 10 BceMy MUPY. VITPOKH HCCIIEAYIOT JaHHBINA UM
MHp, OOIIAIOTCA APYT C JAPYTOM, BBINOJHAIOT 33JJaHUs, CPa)KAIOTCA C MOHCTPaAaMHU U
MOJIyJalOT OMBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IMOKYHAKT [AUCK, OIIAYUBAIOT
ab0HEMEHT WU IPUOOPEeTAIOT KaKUe-TO OMIIUU.

Bce oTtu cpezcrtBa uAyT Ha NOAJEepKaHME M pa3BUTHE UTPHI, a TaKKe Ha caMmy
06e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPU3AI[UH, BBIIIYCKAIOTCA HOBBIE ITATUYN
(mudpoBble 3a1IaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTHU CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHUT OIlaCaTbCA HE€ CTOJIBKO CBOHX COIIEPpHUKOB, CKOJIBKO KpPaXXu
TBOE€TO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ectu ipyroii urpok BezieT ce0s MJI0X0 WM CO3/1aeT Tebe HeIPUATHOCTH, 3a0JI0KUpYU
€ro B CIIICKE UTPOKOB;

2. HO)KMYﬁCH AAMHUHHUCTPpATOPAM HWIPDbBI Ha IIJIOXO0€ IIOBEJECHHE OTOI'O HUIPOKa,
JKeJiaTeJIbHO ITPUJIOZKUTDh KaKHe-TO JOKa3aTEJIbCTBAa B BUJI€ CKPHUHOB;



3. He ykasbiBaii imyHyo nHGOPMAIUIO B Ipodaiiie Urpsl;
4. YBakail Ipyrux y9acCTHUKOB I10 UTPE;

5. He ycranaBimBayi HeopuImabHble IATYHN U MOJIBI;

6. Mcrosib3yli C103KHbBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTpHI HE CTOUT OTKJIIOUATh aHTHUBHUpYC. Iloka ThI WUrpaemib, TBOU
KOMIIBIOTEP MOTI'YT 3apa3UuTh.

PUINKUHT WIH Kpaxa IMIYHbIX JaHHBbIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CETrOAHsI YK€ HHUKOTO He YAUBHUIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBINLIEHHUKH II€PEMECTHJINCh B UHTEPHET, U
MIPOJIOJKAIOT 3aHUMAThCS "JTIOOMMBIM' IEJIOM.

Tak mosiBUJIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA VTN (DUIIMHT, TJIaBHAs 1€JTh
KOTOPOTO COCTOUT B IOJIyYeHU N KOHDUAEHITHATBHBIX IAHHBIX ITOJIb30BaTEIEH - IOTHHOB
u napoJsiei. Ha aarymmiickom si3pike phishing untaercs kak ¢ummuHr (ot fishing - peioHas
JIOBJIAA, password - mapoJib).

OcCHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM

1. Ciremn 3a CBOMM aKKayHTOM. EcjM ThlI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MO’KHO CKODEe;

2. Mcmosip3yii 6e301acHble BeO-CaliThl, B TOM YHCJIE, MHTEPHET-Mara3nHOB U MIOUCKOBBIX
CHUCTEM;

3. Mcnosnp3yii cokHble U pa3Hble naposu. TakuM obpasoM, ecyiu TeOs B3JI0MAIOT, TO
3JIOYMBINIVIEHHUKY MOJIyUYaT JIOCTYI TOJIBKO K OTHOMY TBOEMY IPO(IUIIIO B CETH, a HE KO
BCEM;

4. Eciu Te6s1 B310MAasiu, TO HEOOXOAUMO TIPEeAYIPENUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
nobaByieHbl y TeOSA B IPY3bAX, O TOM, UTO Te€OS B3JIOMAJIA U, BO3MOXKHO, OT TBOETO UMEHU
OyzieT pacchLIaThCs CIIaM U CChUJIKU HA (DUIITMHTOBBIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIBHBIH TeTedOH;
6. OTKJIIOUY cOXpaHEeHHUe MMapoJis B Opays3epe;

7. He oTkpbIBail ¢ailnbl U Jipyrue BIOXKEHUS B MUCHbMAaX, Ja)kKe eCId OHU IPUIIUIU OT
TBOUX JIpy3el. JIydile yTOUHU Y HUX, OTIIPABJISIIN JTU OHU Tebe 3TH (haiiyIbl.

HudposBasa penmyranusa

[Mudposas pemnyTaius - 3T0 HeraTUBHAaA WM IO3UTHUBHAA UH@oOpMaIusa B ceTu o Tele.
Komnpomerupytomiasga naopmanus, pa3MellleHHass B UHTEpPHETe, MOXKET CePhe3HbIM
00pa3oM oTpa3uThbcs Ha TBOeU peasbHOU xku3HU. "L{udpoBasd pemyranusa” - 3TO TBOU
UMUK, KOTOPBIU (popMupyeTcs u3 nHGOpManuu o Tede B MHTEPHETE.

TBOe MecTO KUTeJIbCTBA, yueObl, TBOe (PMHAHCOBOE M10JI0KEHNEe, 0COOEHHOCTH XapaKTepa
U pacckasbl 0 OJIU3KHUX - BCe 3TO HAKAIJINBAETCA B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IIyOJTUKAIIUY JIMYHON HHGPOPMaINHU B
VIHTepHeTe, He IOHUMAs BO3MOKHBIX ITOC/IECTBUM. ThI Take HE CMOXKEIIb J0Ta/IaThCs
o ToM, uTo dororpadusi, pazMellleHHas 5 JIeT Ha3ajl, cTajla IPUUYUHON 0TKa3a MPUHATH
TebOs1 Ha paboTy.

KommenTapuu, pasmemieHne TBoux ¢ororpaduili u Jpyrue JeWCTBUS MOTYT HeE
HCYE3HYTh JIaXKe IOCJIe TOTO, KaK Thl UX YAAIUIIb. Thl HE 3Haellb, KTO COXPAHWI 3Ty
nHdOpManuio, Momnaja Ju OHa B IOUCKOBBIE CUCTEMBI M COXPAHUJIACH JIU OHA, a TJIaBHOE:
YTO MOAYMAIOT O TebOe OKpYy:Kallue JIIOAW, KOTOpble HaWAyT U YBUAAT 3To. Haltu
MHGOPMAIINIO0 MHOTO JIET CILYCTSI CMOKeT JII000H - Kak U3 J0OPBIX NOOYKeHUH, TaK U ¢
HaMepeHUeM NIPUYNHUTH BpeJl. ITO MOXKET OBITh KTO YTO/IHO.

OcHOBHBIE COBETHI 110 3aIHUTE ITUOPOBOU PEIyTAIIH:

1. [Tomymaii, mpekze 4eM 4TO-TO IIyOJIMKOBATh U IepefaBaTh y cedsa B Osiore wid B
COILIAJILHOM CETH;

2. B HacTpolikax npodusig yCTAaHOBU OTPAaHUYEHUA HA IPOCMOTP TBOEro NpOoduiIsa U ero
COJIEP>KUMOTO, c/IeJIail ero TOJIbKO "/JIs1 Apy3en’”;

3. He pa3memaii 1 He yKka3bsIBali HHGOPMAIHUIO, KOTOPAs MOXKET KOT0-JI100 OCKOPOJISIThH
WJIA OOMKAaTh.

ABTOpCKOE 1IPAaBO

CoBpeMeHHbIE IIKOJIBHUKHA - AKTUBHBIE IIOJIB30BATEIN IU(PPOBOTO IIPOCTPAHCTBA.
OJTHaKO JTaJIEKO HE BCe 3HAIOT, UTO MMOJIb30BAHNE MHOTUMU BO3MOXKHOCTSMHU IIHU(PPOBOTO
Mupa TpebyeT cobJIIoieHNs TTPAaB Ha UHTEJJIEKTYAIHHYI0 COOCTBEHHOCTD.

TepMuH "UHTeJUIEKTyayJibHAasA COOCTBEHHOCTH' OTHOCUTCA K PA3JIUYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HAYMHAS C HOBBIX HM300pETEHWI UM 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha TPOAYKTHI U YCJIYTH, W 3aKaHYMBasg KHUTAMU, ¢GoTorpadusmu,
KUHODUIbMaMU U My3bIKaJIbHBIMU IIPOU3BEICHUSMU.

ABTOpCKHE TIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIbHYI0O COOCTBEHHOCTh Ha ITPOU3BEEHMUS
HayKU, JIUTEPATypPhl U MCKycCTBa. ABTOPCKHME IIpaBa BHICTYNAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJUIEKTYaIbHBIN/ TBOPUECKHUH TPYZ aBTOPa He OyAeT HAalpacHbIM, JJacT eMY
CIpaBe/JIUBbIE BO3MOXKHOCTH 3apaboTaTh HAa Pe3ysIbTaTaX CBOETO TPYZAA, IMOJIYIUTH
M3BECTHOCTH U Tpu3HaHue. HuKkTo 6e3 paspeleHus aBTOPa HE MOKET BOCIIPOU3BOAUTD
€ro TMpOU3BeJieHHe, PaCIpPOCTPAHATh, IYOJUYHO JEeMOHCTPUPOBATh, IIPOJIABaTh,
UMIIOPTUPOBATh, IyCKAaTh B IPOKAT, IIyOJIMYHO UCIIOJHATH, ITOKA3bIBATh/UCIIOTHATh B
adupe win pa3MmeiaTts B IHTepHeTe.

Hcnosp30BaHue "MTUPATCKOr0' MMPOrpaMMHOTO 00ecIeYeHU T MOKET IIPUBECTH K MHOTUM
pHICKaM: OT ITIOTE€PH JIaHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO YCTPOMCTBA, I/
yCTaHOBJIEHA HeJjlerajibHAasA mporpamMMa. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYIOT
JierasibHbIe U OeCIIaTHBIE TPOTPAMMBbI, KOTOPBIE MOKHO HAUTH B CETH.

O moprase

CereBUUOK.pd - TBOU IJIaBHBIM COBETYMK B CETU. 37leCh THl MOXKEIIb Y3HATh O
0e30IIaCHOCTH B CETU IOHATHBIM U JIOCTYIIHBIM SA3BIKOM, a IMPU BO3HUKHOBEHUH
KPUTUYECKON CUTYallil OOPAaTUTHCA 32 COBETOM. A TaKKe IPUHATH yUacThe B KOHKypcax
U CTaTh CaMbIM ITU(PPOBBIM I'PAKIAHUHOM !



